
Labor Day phishing warning  
Due to the upcoming Labor Day holiday, consumers are at high risk for targeted phishing attacks due to the preponderance of 
online retail sales events over the holiday weekend. Amidst the flurry of... http://www.net-
security.org/secworld.php?id=9819&utm_source=feedburner&utm_medium=email&utm_campaign=Feed%3A+HelpNetSecurity
+%28Help+Net+Security%29 
  
Phishing campaign targets McDonald’s fans,  
A widespread spam campaign that is promising cash in return for completing a McDonald’s customer satisfaction survey has 
been uncovered. The emails, claiming to be sent by McDonald’s Survey Departmen... http://www.net-
security.org/secworld.php?id=9818&utm_source=feedburner&utm_medium=email&utm_campaign=Feed%3A+HelpNetSecurity
+%28Help+Net+Security%29  
  
Banker Trojan for Rescue of Chilean miners used as lure,  
BEWARE & Be Aware - malicious payload is targeted at stealing online banking credentials ,  
PandaLabs uncovered a new malicious code, Banbra.GUC, which lures users with a video about the rescue of the trapped 
Chilean miners. This is a new variant of the infamous Banbra family of banker Troja... http://www.net-
security.org/malware_news.php?id=1451&utm_source=feedburner&utm_medium=email&utm_campaign=Feed%3A+HelpNetS
ecurity+%28Help+Net+Security%29  
  
Fake browser warnings lure victims to rogue AV solution  
Certain compromised websites are detecting which browser (Firefox, Chrome, IE) the visitor is using and present to them a fake 
malware/reported attack warnings that urge them to download an "upgrade"/... 
http://www.governmentsecurity.org/latest-security-news/fake-browser-warnings-lure-victims-to-rogue-av-solution.html 
  
Skimming: Old Crime, New Tools,  
New Tech Gives Fraudsters Greater Access to Customer Data, There have been roughly 40 incidents of skimming or POS 
attacks reported so far in 2010. They range from tried-and-true ATM skimming to insider crimes and the troubling new trend of 
pay-at-the-pump thefts. http://www.bankinfosecurity.com/articles.php?art_id=2877&prdi=90   
  
Five Ways to Stop Mass SQL Injection Attacks  
The best practices for mitigating this popular form of attack often are not being deployed 
http://links.techwebnewsletters.com/ctt?kn=80&m=35759889&r=MTQyODUzNjkxNwS2&b=2&j=ODEwMjkyNjcS1&mt=1&rt=0 
  
Could USB Flash Drives Be Your Enterprise's Weakest Link? 



The Pentagon last week conceded that a USB flash drive carried an attack program inside a classified U.S. military network. 
Could your company be next? 
http://links.techwebnewsletters.com/ctt?kn=75&m=35752675&r=MTQyODUzNjkxNwS2&b=2&j=ODA4ODEzNjES1&mt=1&rt=0 
  
Too many People disclose sensitive information on social networks  
Social networking users should be careful when accepting friend requests and to be conscious of the data they share. According 
to a new study by BitDefender, social network users do not appear to b... http://www.net-
security.org/secworld.php?id=9793&utm_source=feedburner&utm_medium=email&utm_campaign=Feed%3A+HelpNetSecurity
+%28Help+Net+Security%29  
  
Malware protection tips for social media users,  
Facebook, Twitter, MySpace, LinkedIn... the list of social media sites people use almost daily seems to grow exponentially. 
Although these places may be bastions of free speech, collaborative thought ... http://www.net-
security.org/malware_news.php?id=1449&utm_source=feedburner&utm_medium=email&utm_campaign=Feed%3A+HelpNetS
ecurity+%28Help+Net+Security%29  
  
Cisco patches bug that crashed 1 percent of Internet,  
Cisco has fixed a bug in its IOS (Internetwork Operating System) router software that contributed to a brief Internet blackout 
last week, thought to have affected about 1 percent of ... http://www.networkworld.com/news/2010/083010-cisco-patches-
bug-that-crashed.html?source=nww_rss  
 


